BARE METAL / SUBSTRATE SECURITY ARCHITECTURE

End-to-End Flow: Without Hardware vs With Hardware (Hardware-Enhanced)

B. WITH HARDWARE (Hardware-Enhanced)

Hardware Root of Trust + Attestation + Confidential Execution (Optional)

A. WITHOUT HARDWARE (Software-Only)

Linux Substrate Enforcement with Landlock
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= Versioned Policies
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= If approved, create signed
authorization receipt.
= Binds request to context.
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Substrate Execution Gate
(Core Control Point)

+ Action / Resource

+ Workload Hash
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+ Signature (Authority)

Verify All Precondition:
+ Receipt Signature
+ Subject / Identity
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(Core Control Point)

+ Verifies all preconditions
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Linux Runtime Enforcement

Hardware Root of Trust

& Attestation

+ Secure Boot

* Measured Boot (TPM PCRs)
= TPM / Root of Trust

= Platform Attestation
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Attestation Evidence:
= Measurement Log
» TPM GQuote (Signed)
+ Platform Identity
+ Firmware / Boot State
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Audit, Monitoring & Telemetry
* Log all authorications, denials, mecutions
= Capture Landlock / seceornp / hardware events
. ion records, fs metrics.

Control Tower (Management Plane)
d visibility & dashboard

= Palicy management & versioning

+ Risk & compliance

= Alerts, reporting, analytics

* Revocation (kill/expire)

= Continuous audit feedback loop
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Contrel Tower {(Management Plane)
+ Centralised vislbility & dashboard

= Poficy management & versioning

+ Risk & compfinnce

= Alertn, roporting, analylics.

* Rovocation (Killfenpie)

+ Continuous audit foodback loop

HOW THE TWO ARCHITECTURES DIFFER

Aspect A. Without Hardware (Software-Only) B. With Hards (Hard Enh 1) KEY BENEFITS (BOTH ARCHITECTURES)
Platform Trust Relies on 05 & policies Hardware Root of Trust (TPM, Secure Boot, Measured Boot) @  Quiescent by Default (no valid auth = no execution)
Isolation Strength Process-level restriction only Stronger (TEE / confidential VM isolation) @ Deterministic Pass / Fall (no probabilistic detection)
Attestation Not available k backed available @ Zero-Drift (bound to policy, workload, platform)
Trust Boundary 05 [ Kemel boundary Hardware-reoted trust boundary @  Least Privilage by Design
Use Cases General workloads, standard cloud/edge High sensitive workload: lated 9 Audit & Foransic Readiness
Complexity Lower (easy to deploy) Higher (requires hardware support) @  Reduces Drift Tax & Operational Waste
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